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ACORD
INTRE
GUVERNUL ROMANIEI
S
GUVERNUL REPUBLICII CIPRU _
PRIVIND PROTECTIA RECIPROCA
A INFORMATIILOR CLASIFICATE

Guvernul Romaniei si Guvernul Republicii Cipru, denumite in continuare Parti’,

Recunoscand necesitatea stabilirii unui set de reguli privind protectia Informatiilor
Clasificate schimbate reciproc in cadrul cooperarii politice, militare, economice,
juridice, stiintifice si tehnologice sau de oricare altd naturd, cat si a Informatiilor
Clasificate generate In procesul acestei cooperari,

intentionand sa asigure protectia reciproca a tutu' r Inf j VVVVV
fost clasificate de catre o Parte si transmise celeilaitef*Pém ‘sau care au fost produse
in comun pe parcursul cooperarii dintre Parti,

Tindnd cont de interesul reciproc privind protectia Informatiilor Clasificate, in
conformitate cu legislatia Partilor,

Au convenit urmatoarele:

Articolul 1
Scopul si domeniul de aplicare

1. Scopul prezentului Acord este de a asigura protectia Informatiilor Clasificato
produse In comun sau schimbate in procesul de cooperare dintre Parti sau dintio

persoanele juridice din statele Partilor, in conformnate cu legislatia nationala
respectiva.

2. Prezentul Acord se aplica oricarei activitdti ce implica schimbul de Informatii
Clasificate si care se deruleaza sau urmeaza a se derula intre Parti sau intro
persoanele juridice din statele Partilor. -

Articolul 2
Definitii . ...

in scopul prezentului Acord:

a) ,Incident de Securitate” inseamnd o actiune sau omisiune contrara
prezentului Acord sau legislatiei nationale a Partilor care poate avea dropt
rezultat dezvaluirea, pierderea, distrugerea, insusirea ilegald sau oricare alt
mod de compromitere a Informatiilor Clasificate;

b) .Contract Clasificat” inseamna un contract intre doi sau mai multi Contra tahil-
care contine sau a caru: lmplementare necestta acces la Informatii lésn?@ e{
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c) JInformatle Clasificatd’ inseamna orice informatie, indiferent de forma sau
) natura acestaia, care necesitd protectie impotriva accesului neautorizat, a fost
1 clasificatd i marcatad ca atare printr-un nivel de clasificare de securitate, in .
] conformitate cu legislatia nationala a Partilor;

d) .Contractant’ inseamna o persoana ﬁznca sau ~juridicd abilitatd sd incheie
contracte,;

o) .Certificat de Securitate Industriald” Tnseamné un document emis de
Autoritatea Nationald de Securitate in baza unei proceduri de investigare
finalizate printr-o decizie pozitiva, prin care se atesta ca o persoana juridica este
abilitata sa participe la activitatile pre-contractuale sau s3 deruleze contracte
clasificate, in conformitate cu legislatia nationala respectiva,

fy  ,Autoritate Nationald de Securitate’ inseamna autoritatea de stat a fiecarei

i Pém care, in conformitate cu legislatia: natlonalé proprie, raspunde de

! implementarea si urmérirea generala a prezentului Acord; autoritatile respective

PR ale Partilor sunt-mentionate la art. 4 alin.(1);

-;a,giecesﬁatea de..a.cunoaste” inseamna necesitatea de a avea acces la

-rﬁ'@nnatn Clasificate pentru. exercﬂarea une| anum:te functii ofi cuale sau

o = SRTES sentrif indeplinirea unor sarcini specifice; .
h) ,Partea Emitenta” inseamna Partea, precum si- orice persoana jurtdlcé aflata

i sub jurisdictia statului acesteia, care produce §} transmite Informatii Clasificate;

i) ,Certificat de Securitate a Personalului®” nseamné un document emis in
conformitate cu legislatia nationala respectiva, in ‘baza caruia unei persoane i se

: poate acorda accesul la informatii cu un anumit nivel de clasificare de

1 securitate,; _

‘ ) .Parto Primitoare” inseamna Partea, precum gi orice persoana juridica aflata

1t sub junisdiclia statului acesteia, care primeste Informatii Clasificate.

Articolul 3
Niveluri de clasnflcare de securitate
Partile sunt de acord cé'Urmétoér‘ele';:ﬁiVeIUri de clasificare de securitate sunt
. echivalente si corespund . nivelurilor de clasnfcare de securitate prevazute in
legislatiile natlonale

| T Echivalentul in limba |
nR R
STRICT SECRET DE
IMPORTANTA AKPQZ AMOPPHTO TOP SECRET
DEOSEBITA -
STRICT SECRET AMOPPHTO SECRET
SECRET  EMMIZTEYTIKO . | CONFIDENTIAL
MEPIOPISMENHX - | o
SECRET DE SERVICIU XPHSHE RESTRICTED
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- Articolul 4 |
Autoritatile Nationale de Securitate

1. Autoritatile Nationale de Securitate ale Partilor sunt:

in Romaénia

Guvernul Romaniei

Oficiul Registrului National al Informatulor Secrete de Stat
Str. Mures nr.4., Sector 1

Bucuresti

Romania

in Republica Cipru:

Autoritatea Nationala de Securitate
Ministerul Apérém din Republica ClprU
4 Emmanuel Roidis St.

1432 Nicosia

Republica Cipru

2. Partile se vor informa reciproc, prin canale diplomatice, asupra oricarei modificari
relevante cu privire la Autoritatile Nationale de Securitate.

3. La cerere, Autoritatile Nationale de Securitate se vor informa reciproc cu privire {a
alte autoritali competente.

4. Autoritatile Nationale de Securitate se vor informa reciproc cu privire la legislatia

nationala din domeniul Informatiilor Clasificate si orice amendamente importanto

~ aduse acestei legislatii i vor schimba informatii privind standardele, procedurile gi
practicile de securitate pentru protectia Informatiilor Clasificate.

5. Daca este necesar, Autoritatile Nationale de Securitate pot incheia aranjamento

de securitate pe aspecte tehnice specifice privind implementarea prezentului
Acord. -

Articolul 5
Masurile de protectie si accesul la Informatii Clasificate

1. In conformitate cu legislatia nationald proprie, Partile vor lua toate masurile
corespunzatoare pentru protectia Informa’gnlor .Cla’sﬁicate schimbate sau produse
in baza prezentului Acord. Partile vor asigura ‘pentru aceste Informatii Clasificato
acelasi nivel de protectie ca si pentru Informatiile Clasificate natlonale avand nivel
de clasificare de securitate echivalent, in conformitate cu art.3.
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6.

Partea Primitoare nu va marca cu un nivel de clasificare de securitate inferior
informatiile Clasificate primite si nici nu va declasifica aceste informatii fara
acordul prealabil scris al Partii Emitente. Partea Emitentd va informa Partea
Primitoare in scris asupra oricdror modificari survenite in nivelul de clasificare al
Informatiilor Clasificate transmise.

Accesul la Informatii Clasificate si/sau In incintele unde se desfagoara activitati ce
implica Informatii Clasificate sau unde sunt stocate astfel de informatii se va
limita, cu respectarea principiului- necesntatea ‘de a cunoagte”, numai la
persoanele autorizate, Tn conformitate cu legislatia nationala a Partilor, de a avea
acces la Informatii Clasificate cu nivel de clasificare de securitate echivalent.

La cerere, Partile, prin intermediul Autoritatilor Nationale de Securitate, vor
confirma faptul cd unei persoane fizice sau juridice i s-a acordat Certificat de
Securitate a Personalului sau Certificat de Secuntate Industriald inainte ca
aceasta sa aib3 acces la Informatule Clasmcat <3 ,értu Emitente.

In temeiul prezentului- Acord ﬁecare Parte va recunoaste Certificatele de
Securitate a Personalului si Certificatele de Securitate Industriald acordate in
conformitate cu legislatia nationald a celeilalte Parti. Fiecare Parte va recunoagte
certificatele de securitate ale celeilalte Parti in conformitate cu echivalenta
prevazuta la art. 3.

La cerere, autoritatile competente, in conformitate cu legislatia nationala, isi vor
acorda asisten{d reciproca cu privire la efectuarea procedurilor de verificare
necesare implementarii prezentului Acord.

in aplicarea prezentului Acord, Autoritatile Nationale de Securitate ale Partilor se
vor informa reciproc, imediat, asupra tuturor modificarilor cu privire la Certificatele
de Securitate a Personalului gi ia Certificatele de Securitate Industriald, in special
referitor la retragerea acestora sau scaderea nivelului de acces in baza acestora.

Atribuirea unui nivel de clasificare de. secuntate pentru Informatiile Clasificate
create in comun, modificarea acestuia sau declasificarea acestor |nformatn se va
realiza cu acordul Partilor.

Partea Primitoare nu va disemina Informatiile Clasificate niciunor state, altele
decat statele Partilor, organizatii internationale, persoane juridice sau fizice care
nu se afla sub jurisdictia unuia dintre statele Pam!or fard consimtamantul
prealabil scris al Partii Emitente.

10. Partea Primitoare:

- (é’[ {ic (' ey

a) va marca Informatiile Clasificate primite cu propriul nivel de clasificare de
securitate national, in conformitate cu echivalentele prevazute la art.3;

b) va folosi Informatiile Clasificate 'numai in scopul pentru care acestea au fost
transmise.
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Articolul 6
Transmlterea Informatiilor Clasmcate

Informatiile Clasificate vor fi transmise prin canale diplomatice, militare sau alte
mijloace convenite de Autoritatile -Nationale de Securitate. Partea Primitoare va
confirma in scris primirea Informatiilor Clasificate.

. Transmiterea electronica a Informatiilor Clasificate se va realiza numai in forma

criptata, prin utilizarea mijloacelor si dispozitivelor criptografice convenite de
Autoritatile Nationale de Securitate, in conformitate cu legislatia nationala.

. Daca este necesar, informatiile operationale si/sau operative, cat si informatiile de

tip intelligence pot fi schimbate direct intre autoritdtile relevante ale statslor
Partilor, in conformitate cu legislatia nationala.

Articolul 7
Traducerea si multiplicarea Informatiilor Clasificate

. Traducerile si multiplicarile Informatiilor Clasificate se vor realiza in conformitate

cu legislatia nationala a Partii Primitoare si pe baza urmatoarelor proceduri:

a) traducerile si copiile vor fi marcate si protejate in acelasi mod ca si Informatiile
Clasificate originale;

b) traducarile gi numarul copiilor se vor limila la cel necesar scopurilor oliciale,

¢) traducerea va contine o nota corespunzatoare in limba in care a fost efectuata
traducerea, in care se va specifica faptul ca aceasta contine Informatii
Clasificate primite de la Partea Emitenta.

Informatiile Clasificate marcate STRICT SECRET/ANOPPHTO/SECRET sau de
nivel superior vor fi traduse sau multiplicate numai cu acordul prealabil scris al
Partii Emitente.

Informatiile Clasificate vor fi traduse numai de persoane autorizate corespunzator.

Articolul 8
Distrugerea Informatiilor Clasificate

. Informatiile Clasificate vor fi distruse in conformitate cu legislatia nationala a Paii

Primitoare astfel incat reconstructia partiald sau totalda a acestora sa nu fie
posibild.

Informatiile  Clasificate marcate STRICT .. SECRET DE IMPORTANTA
DEOSEBITA/AKPQY ATMOPPHTO/TOP SECRET nu-vor fi distruse. Acestea vor fi
returnate Partii Emitente.

,‘

-de distrugere va fi intocmit, iar traducerea acestuia m hm 3?[
4 Autoritatii Nationale de Securitate a Partii Emttente ,"' N




4.

in cazul unei situatii de urgentd in care protejarea sau returnarea Informatilor
Clasificate nu este posibila, acestea vor fi distruse imediat. Partea Primitoare va
informa in cel mai scurt timp Autoritatea Nationald de Securitate a Partii Emitente
cu privire la aceasta distrugere.

Articolul 9
Contracte Clasificate

In cazul in care o Parte sau o persoana juridica din statul sau intentioneaza sa
incheie un Contract Clasificat ce urmeaza a se derula pe teritoriul statului
celeilalte Parti, atunci Partea pe teritoriul cireia se deruleazd contractul isi va
asuma responsabilitatea de a proteja Informatiile Clasificate legate de contract, in
conformitate cu legislatia statului sau si cu prevederile prezentului Acord.

La cerere, Autoritdtile Nationale de Securitate vor confirma daca au fost eliberate
Certificate de Securitate a Personalului si Certificate de Securitate Industriala
corespunzatoare persoanelor si contractantilor nominalizati sa participe la
negocierile pre-contractuale sau la derularea Contractelor Clasificate anterior
accesarii de catre acestia a Informatiilor Clasificate ale Partii Emitente.

Contractantul va transmite, spre aprobare, Autoritatii Nationale de Securitate pe
teritoriul careia urmeaza sa se deruleze Contractul Clasificat, informatii cu privire
la posibilii sub-contractanti. Orice sub-contractant trebuie sa indeplineasca
aceleasi obligati de securitate ca si contractantul.

Fiecare Contract Clasificat incheiat in conformitate cu prevederile prezentului
Acord, va cuprinde o anexd de securitate corespunzitoare Tn care sunt
mentionate cel putin urmatoarele aspecte:

a) obligatia prin care Contractantul se asigura ca toate persoanele care au acces
la Informatii Clasificate sunt informate cu privire la responsabilitatea de a
proteja Informatiile Clasificate in conformitate cu legislatia nationala; :

lista Informatiilor Clasificate si-lista incintelor unde Informatiile Clasificate sunt
produse sau gestionate;

procedura de comunicare a modificarilor aparute in nivelurile de clasificare de
securitate ale Informatiilor Clasificate;

canale de comunicare si mijloace de transmitere electronica;

procedura de transmitere a Informatiilor Clasificate;

f) obligatia Contractantului de a informa cu pnwre la orice Incident de Securitate
survenit efectiv sau posibil;

obligatia Contractantului de a transmite o copie a Contractului Clasificat catre
Autoritatea Nationala de Securitate proprie;’

obligatia sub-contractantului de a indeplini aceleasi cerinte de securitate ca si
Contractantul.

b)

c)




5. Imediat ce au fost demarate negocierile pre-contractuale intre posibili

Contractanti, Autoritatea Nationald de Securitate a Partii Emitente va informa

~ Autoritatea Nationald de Securitate a celeilalte Parti cu privire la nivelul de

clasificare de securitate atribuit Informatiilor Clasificate legate de negocierile pre-
contractuale.

6. O copie a fiecdrei anexe de securitate va fi transmisa Autoritatii Nationale de
Securitate a Partii pe teritoriul cdreia urmeaza sa se deruleze Contractul Clasificat
in vederea asigurari unei supravegheri $i unui control de securitate
corespunzatoare.

7. Contractele clasificate care implicd informati SECRET DE SERVICIU/
MEPIOPIZMENHZ XPHZIHZ/RESTRICTED vor contine o clauza in care sunt
specificate masurile minime ce urmeazd a fi implementate pentru protectia
acestei categorii de Informatii Clasificate.

8. Daca este necesar, alte proceduri detaliate referitoare la Contractele Clasificate/
Sub-contracte vor fi elaborate -si  convenite mtre Autoritatile Nationale de
Securitate ale Partilor.

Articolul 10
Vizite

1 Vizitele ce implicad acces la Informalii Clasificate efectuate de cetatenii din statul
une@ dintre Parti pe teritoriul statului celeilalte Parti sunt supusc aprobar
prealabile scrise a Autoritafilor Nationale de Securitate sau altei proceduri
convenite intre Parti.

2. Cererea de vizita va fi transmisa cu cel putin 20 de zile inainte de vizitd, daca
Autoritatile Nationale de Securitate nu au convenit altfel de comun acord.

3. Cererea de vizitd va cuprinde: .

a) numele si prenumele vizitatorului, data si locul nasterii, cetitenia, numarul
pasaportului sau documentului de identitate;

b) numele persoanei juridice reprezentate de vizitator si functia vizitatorului n
cadrul acesteia;

c) denumirea, adresa gi datele de contact ale persoanei juridice ce urmeaza sa
fie vizitate;

d) confirmarea detinerii Certificatului de Secuntate a Personalului de catre
vizitator, valabilitatea si nivelul acestuia;

e) obiectivul si scopul vizitei;

f) data si durata preconizate pentru vizita solicitata. In cazul vizitelor repetate, se
va mentiona perioada totala a acestora;

g) data, semnatura si stampila oficiala a Autoritatii Nationale de Securitate.

4. Dupa aprobarea vizitei, Autoritatea Nationald de Securitate a Partii gazda va

transmite functuonarulu: de securitate din organizatia ce urmeaza a fi vizitata, up > .
exemplar ' M “{ ,\‘
‘13’,.1\ ‘»l-ti,‘. ey
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5. Valabilitatea autorizatiei de vizita nu va depasi un an.

6. Autoritdtile Nationale de Securitate ale Pariilor pot intocmi liste cu persoanele
autorizate pentru efectuarea de vizite repetate. Aceste liste sunt valabile pentru o
perioada initiald de douasprezece luni. Detaliile privind vizitele repetate vor fi
stabilite direct cu persoanele de contact organizatiei care urmeaza a fi vizitata de
aceste persoane, Tn conformitate cu termenii i conditiile convenite.

7. Vizitatorii vor respecta reglementarile si instructiunile de securitate ale Parii
gazda.

8. Partile vor garanta protectia datelor personale ale vizitatorilor in conformitate cu
legislatia nationala proprie.

Articolul 11
Incidente de securitate

1. In cazul producerii unui Incident de Securitate Autoritatea Nationala de Securitate
a Partii Primitoare va informa imediat Autoritatea Nationala de Securitate a Partii
Emitente si va initia investigatia de securitate adecvata.

2. Daca un Incident de Securitate are loc pe teritoriul unui alt stat decat statele
Partilor, Autoritatea Nationala de Securitate a Partii care a transmis informatiilc va

lua toate mdsurile necesare pentru a se asigura cd au fost initiate actiunile
prevazute la alin.(1).

3. La cerere, Partea Emitenta va coopera pe parcursul investigatiei in conformitate -
cu alin.(1).

4. Partea Emitenta va fi informata de rezultatele investigatiei si va primi raportul final
asupra cauzelor si intinderii prejudiciului.

Articolul 12
Cheltuieli

Fiecare Parte va suporta cheltuielile proprii generate .pe parcursul implementarii si
urmaririi prezentului Acord.

Articolul 13
Solutionarea diferendelor

Orice diferend privind interpretarea sau implementarea prezentului Acord se va
solutiona prin negocieri intre Parti.
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~ Articolul 14
Dispozitii finale

Prezentul Acord se incheie pe o perioada nedeterminata de timp i intra in
vigoare in prima zi a celei de-a doua luni de la data primirii ultimei notificari scrise
prin care Pariile se informeaza reciproc, prin canale diplomatice, de faptul ca au
fost indeplinite cerintele nationale legale pentru intrarea in vigoare a prezentului
Acord.

Prezentul Acord poate fi amendat in orice moment pe baza consimtamantului
reciproc, in scris, al Partilor. Modificarile respective vor intra in vigoare in
conformitate cu alin.(1).

Fiecare Parte poate denunta oricand prezentul Acord prin notificarea in scris a
celeilalte Parii, prin canale dlplomatxce In acest caz, denuntarea intra in vigoare
dupa sase luni de la-data primirii notificarii respective.

Chiar si In situatia denuntarii prezentului Acord, Partile se vor asigura ca toate
Informatiile Clasificate vor continua sa fie protejate pana cand Partea Emitenta
elibereaza Partea Primitoare de aceasta obligatie.

Prezentul Acord va fi inregistrat la Secretariatul Natiunilor Unite, in conformitate
cu art. 102 din Carta Natiunilor Unite. In acest scop, Partoa pe toritoriul caroia so
semneaza Acordul va inifia procedurile necesare, imediat dupa intrarea in vigoaro
a Acordului. Cealaltd Parte va fi informatd cu privire la data inregistraril 4i n
numarului de inregistrare atribuit de Natiunile Unite, imediat ce aceasta informatie
a fost comunicata de catre Secretariat.

incheiat la N/cosa. la 34. Oemipuz. £0/4...... in doud exemplare originale, fiocare

in limbile romé&na, greaca si engleza, toate textele fiind egal autentice. In caz de
divergente de interpretare, va prevala textul in limba engleza.

Pentru Guvernul Romaniei - Pentru Guvernul Repubilicil
Cipru
0
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AGREEMENT
BETWEEN
THE GOVERNMENT OF ROMANIA
AND THE GOVERNMENT OF THE REPUBLIC OF CYPRUS
ON MUTUAL PROTECTION OF CLASSIFIED INFORMATION

The Government of Romania and the Government of the Republic of Cyprus, hercinnfter
referred to as “the Parties”,

Recognizing the need to set rules on protection of Classified Information mutually cxchanged
within the scope of political, military, economical, legal, scientific and technological or any other
cooperation, as well as Classified Information generated in the process of such cooperation,

Intending to ensure the mutual protection of all Classified Information, which has been clussifled
by one Party and transferred to the other Party or commonly gencrated in the course of co-
operation between the Parties,

Considering the mutual interests in the protection of Classified Information. in accordunce with
the legislation of the Parties,

Have agreed as follows:

Article |
Objective and scope

1. The objective of this Agreement is to ensure the protection of Classified Inlormation that is
commonly generated or exchanged in the process of cooperation between the Parties or

between legal entities of the states of the Pames in accordance with their respective national
legislation. '

)

This Agreement is applicable to any activity involving the exchange of Classificd
Information, conducted or to be conducted betw : arties or between legal entities of
the states of the Parties. B e

Article 2
Definitions

For the purposes of this Agreement:

a) “Breach of Security” means an act or an omission which is contrary to this Agrecment or to
the national legislation of the Parties, the result: of whlch ‘may lead to disclosure, loss,
destruction, misappropriation or any other type of compromise of Classified Information;

b) “Classified Contract”™ means an agreement between two or more Contractors, which
contains or the implementation of which requires access to or generates ( l.mlhul
Information;

¢) “Classified Information™ means any information, irrespective of its form or nature, ‘M\uh

el 1;011 against unauthorlsed access, has been cla351ﬁed and so dcqu,nalul by "l
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d)

e)

f)

£)

h)

i)

“Contractor’ means an individual or a legal entity possessing the legal capacity to conclude
contracts;

“Facility Security Certificate” means a document issued by the National Security Authority
and stemming from an investigative procedure finalized with a positive decision which is
to determine the capability of a legal entity to participate in pre-contractual activitics or
perform classified contracts, in accordance with the respective national legislation;

“National Security Authority” means the state authority of each Party, which in accordance
with its national legislation is responsible for the general implementation and supcrvision
of this Agreement; the respective authorities of the Parties are referred to in Article 4
paragraph 1;

“Need-to-know” means the necessity to have access to specific Classified Information in the
scope of a given official position and for the performance of a specific task;

“Originating Party” means the Party, as well as any legal entity under the jurisdiction of its
state which generates and releases Classified Information;

“Personnel Security Certificate” means a document issued in accordance with the
respective national legislation on the basis of which access to information of a certain
security classification level may be granted to an individual,

“Receiving Party” means the Party, as well as any legal entity under the jurisdiction of its
state, which receives Classified Information.

Article 3
Security classification levels

I he Parties agree that the following security classification levels are equivalent and correspond
(o the security elassilication levels specilied in their national legislation:

For Romania For mz?;g] usbhc of: | Equivalent in Enghshq
STRICT SECRET DE
IMPORTANTA AKPQZ. ATIOPPHTO TOP SECRET
DEOSEBITA L TER '
STRICT SECRET ATIOPPHTO SECRET
SECRET _ EMIIETEYTIKO_ CONFIDENTIAL
SECRET DE SERVICIU | HEP%)}?:H*: RESTRICTED

1.

%( “';,—/{‘"‘az ;o

Article 4
National Security Authorities

The National Security Authorities of the Parties are:
For Romania
Government of Romania T
National Registry Office for Classified Infomlanon
4 Mures St., District 1 3 ‘
Bucharest Coknd
Romania o |
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For the Republic of Cyprus

National Security Authority

Ministry of Defence of the Republic of Cyprus
4 Emmanuel Roidis St.

1432 Nicosia

Republic of Cyprus

The Parties shall inform each other through diplomatic channels of any relevant change
regarding the National Security Authorities.

Upon request the National Security Authorities shall notify each other about other competent
authorities.

The National Security Authorities shall inform each other of respective national legislution
on Classified Information and of any significant amendments thercto and shall exchange
information about the security standards, procedures and practices for the protection of
Classified Information.

If the need arises, the National Security Authorities may conclude sccurity arrungements on
specific technical aspects concerning the implementation of this Agreement.

Article 5
Profection measures and access (o classified Information

In accordance with theie national Teglslition, the Parties shall tnke all appropriste mensures
for the protection of Classified Information, whicl is exchanged or generated under this
Agreement. AL lcast the same level of protection shall be ensured to such Clasnied
Information as 1s provided for the national Classitied Information of the equivatent necurlty
classification level in accordance with Article 3.

The Receiving Party shall neither mark with a lower sccurity classification level the recelved
Classified Information nor declassify this information without the prior written consant of (he
Originating Party. The Originating Party shall inform the Recciving Party in writing about
any change of the security classification level of the transmitted Classified Information,

Access to Classified Information and/or to premises where activitics involving (lasslfled
Information are performed or where Classified Information is stored shall be limited to
persons on a Need-to-know basis who are authorised in accordance with the national

legislation of the Parties to have access to Classified Information of the cquivalent securlty
classification level.

On request, the Parties, through their National Security Authorities, shall confirm that o
Personnel Security Certificate or a Facility Security Certificate is granted to an individual or
to a legal entity before accessing Classified Information of the Originating Party.

Within the scope of this Agreement, each Party shall recognise the Personnel Security
Certificates and Facility Secunty Cemﬁcates granted‘;_m accordance wnh lhp ‘ﬂdl '{unl
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6. The competent authorities shall, in accordance with the national legislation, assist cach other
upon request at carrying out vetting procedures necessary for the implementation of thiy
Agreement. '

7. Within the scope of this Agreement, the National Security Authorities of the Partics shall
inform each other without delay about any alteration. with regard to the Personncl Sccurity
Certificates and the Facility Security Cemﬁcates m partlcular about their withdrawal or
downgrading.

8. The assignment of a security classification level to jointly created Classified Information, ity
change or the declassification of this information shall be made upon common consent of the
Parties.

9. Classified Information shall not be disclosed by the Receiving Party to any statc other than
the states of the Parties, international organization, legal entity or individual not under the
jurisdiction of either of the states of the Parties without the prior written consent of the
Originating Party.

10. The Receiving Party shall:
a) mark the received Classified Information with its own national security classification
level in accordance with the equivalences referred to in Article 3:
b) use Classified Information solely for the purposes it has been provided for,

Article 6
Transmission of Classified Information

1. Classified Information shall be transmitted through diplomatic channels, military channels or

through other means agreed on by the National Security Authorities. The Receiving Party shall
confirm the receipt of Classified Information in writing. .-

2. Electronic transmission of Classified Information shall be carried out only in cryptic form,

using cryptographic methods and devices agreed by the National Security Authorities, in
accordance with the national legislation.

3. If necessary, operational and/or operative and intelligence information may be exchanged
directly between the relevant authorities of the states of the Parties, in accordance with the
national legislation. .

 Article 7
Translation and reproduction of Classified Information

1. Translations and reproductions of Classified Information shall be made in accordance with
the national legislation of the Receiving Party and the following procedures:

a) the translations and the reproductlons shall be. marked and protected as the original

Classified Information; RS

b) the translations and the number of copies shall :be‘llmlted to that requ1rcd fo\i Oﬁ\l(lﬂ
VoA \
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c) the translations shall bear an appropriate note in the language of the translation indicating
that it contains Classified Information received from the Originating Party.

2. Classified Information marked STRICT SECRET/AIIOPPHTO/SECRET or above shall be
translated or reproduced only upon prior written consent of the Originating Party.

3. Classified information shall only be translated by perscﬁs dully authorised.

N

‘Article 8
Destruction of Classified Information

Classified Information shall be destroyed in accordance with the national legislation ol the
Receiving Party in a manner that prevents its partial or total reconstruction.

Classified Information marked STRICT SECRET DE IMPORTANTA DEOSEBITA/
AKPQY ATIOPPHTO/TOP SECRET shall not be destroyed. It shall be returned to the
Originating Party. ' :

A report on the destruction of Classified Information shall be made and its translation in
English shall be delivered to the National Security Authority of the Originating Party.

In case of a crisis situation in which it i1s impossible to protect or return Classified
Information it shall be destroyed immediately. The Receiving Party shall inform the National
Sccurity Authority of the Ortginating Party about this destruction as soon as possible,

Article 9
Classified Contracts

In the event that a Party or a legal entity of its state intends to conclude a Classified Contract
to be performed within the territory of the state of the other Party, then the Party on whosc
territory the performance is taking place will assume responsibility for the protection of
Classified Information related to the contract in accordance with the legislation of iis state
and the provisions of this Agreement.

On request, the National Security Authorities shall confirm whether the proposcd contractors
as well as the individuals participating in pre-contractual negotiations or in the performance
of Classified Contracts have been issued appropriate Facility Security Certificates and
Personnel Security Certificates, before accessing Classified Information of the Originating
Party.

The Contractor shall submit information about potential sub-contractors for approval to the
National Security Authority in whose territory the Classified Contract is to be performed.
Any sub-contractor must fulfil the same securxty obl' yati ns as the Contractor.

Each Classified Contract concluded n accordance w1th tlus Agreement shall mcludc an
appropriate security annex identifying at least the followmg aspects:
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a) commitment that the Contractor shall ensure that all persons with access to Classificd
_Information are informed of their responsibility towards the protection of Classificd

Information in accordance with the national leglslatlon

b) list of Classified Information and list of premises in which Classified Information is
generated or managed;

c) procedure for communication of changes in the securlty classification level of Classificd
Information;

d) communication means and electronic means for transm1ss1on

e) procedure for the transmission of Classified Information;

f) commitment of the Contractor to notify of any actual or suspected Breach of Security:

g) commitment of the Contractor to forward a copy of the Classified Contract to its own
National Security Authority;

h) commitment of the sub-contractor to fulfil the same security obligations as the
Contractor.

As soon as pre-contractual negotiations begin between potential Contractors. the National
Security Authority of the Originating Party shall inform the National Security Authority of
the other Party of the security classification level assigned to the Classificd Information
related to those pre-contractual negotiations.

A copy of each security annex shall be forwarded to the National Sccurity Authority of the
Party where the Classified Contract is to be pulormul to allow adequate security
supervision and control.

Classificd Contracts involving SFCRET DE SERVICTUATPIOPIXMENTY XPHLHY
RESTRICTED infornution shatl contuin an approprinte cliuse ddentitying the minlmum
measures to be implemented for the protection of such Classified Information,

If necessary, further detailed procedures related to Classified Contracts/Subcontruets shall be
developed and agreed upon between the National Sceurity Authoritics ol the Partics,

Article 10
Visits

Visits involving access to Classified Information by nationals of the state ol one Purty to the
territory of the state of the other Party are subject to prior written consent of the National
Security Authorities or otherwise agreed upon between them.

A request for a visit shall be submitted at least 20 days prior to the visit unless otherwise
mutually approved by the National Security Authorities.

The request for visit shall include:

a) visitor’s name and surname, place and date of birth, citizenship, passport or identitication
document number;

b) name of the legal entity rcpresented by the visitor dnd posmon of the visitor in the leganl
entity;

¢) name, address and contact information of the legal o be visited;

conﬁrmatxon of the visitor’ s Personnel Security Certlﬁcate, its validity and level;




f) expected date and duration of the requested visit. In case of recurring visits the totl
period covered by the visits shall.be stated; :
g) the date, signature and the official seal of the Natlonal Security Authority.

4. Once the visit has been approved, the National Security Authority of the host Party shall
provide a copy of the request for visit to the security officers of the legal entity to be visited.

5. The validity of the visit approval shall not exceed one year.

6. The National Security Authorities of the Parties may draw up lists of individuals authorised
to make recurring visits. The lists are valid for an initial period of twelve months. The terms
of the respective visits shall be directly arranged with the appropriate points of contact in the
legal entity to be visited by these individuals, in accordance with the terms and conditions
agreed upon.

7. Visitors shall comply with the security regulations and instructions of the host Party.

8. Each Party shall-guarantee the protectlon of personal data of the visitors according to their
respective national legislation.

Article 11
Breach of Security

Lo I ense of Breach of Security the National Security Authority of the Receiving Party shall
mform accordingly the National Sceurity Authority of the Originating Party, as soon as
possible and inttate the appropriate investigation,

2. If a Breach of Security arises in a state other than the states of the Parties, the National
Security Authority of the dispatching Party shall take all necessary measures in order to
ensure that the actions prescribed in paragraph 1 are initiated.

3. The Originating Party shall, upon request, co—operate in the investigation in accordance with

paragraph 1.

4. The Originating Party shall be informed of the results of the investigation and shall receive
the final report on the reasons and extent of the damage.

Article 12
Expenses .

0

Each Party shall bear its own expenses incurred in the course of application and supervision of
this Agreement.
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‘Article 13
Settlement of Disputes

Any dispute regarding the interpretation or application of this Agreement shall be scttled by
negotiations between the Parties.

Article 14
Final Provisions

This Agreement is concluded for an indefinite period of time and enters into force on the first
day of the second month after the date of the receipt of the latest written notification by
which the Parties have notified each other, through diplomatic channels, that their national
legal requirements necessary for its entry into force have been fulfilled.

This Agreement may be amended any time on the basis of mutual written approval ol the
Parties. The amendments shall enter into force in accordance with paragraph 1.

Each Party may, at any time, terminate this Agreement by written notification to the other
Party, through diplomatic channels. In this case, the termination tdl\es effect six months after
the date of the receipt of the respective notification.

Notwithstanding the termination of this Agreement, the Parties shall ensurc that all Classified
Information shall continuc to be protected until the Originating Party dispenses the Receiving
Party trom this obligation,

This Agreement shall be registered with the Secretariat of the United Nations, in accordance
with the Article 102 of the United Nations Charter. To this end, the Party on the territory of
which the Agreement is signed shall initiate the procedures required, as soon as possible after
the entry into force of the Agreement. The other Party shall be informed of the registration
date and of the United Nations reglstratxon number unmedlately after this information has
been communicated by the Secretariat: - T e

Done at Micasia.. on 3. Om.loé ...... in two original sets, each in the Greek,
*  Romanian and English languages, all texts being equally authentic. In case of any divergence of
interpretation, the English text shall prevail. COPE  CONTORMB e\ ’\L\(\QM)H\LU
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For the Government of For the Government of
Romania the Republic of Cyprus
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